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1 Abstract

This report examines the 2025 Qantas cyber
incident, in which a threat actor gained unautho-
rized access to a third-party customer servicing
platform, exposing the personal information of
approximately 6 million customers. The incident
is analyzed through three cybersecurity compli-
ance frameworks; the Essential Eight Maturity
Model, the NIST Cybersecurity Framework and the
ISO/IEC 27001 standard alongside applicable Aus-
tralian legislation including the Privacy Act 1988
(Cth) and the SOCI Act 2018. The analysis iden-
tifies deficiencies in patch management, multi-
factor authentication and third-party access gov-
ernance as the primary contributing factors. The
report further argues that cybersecurity integrity
is a foundational requirement for sustainable en-
terprise operations within a Bio-Circular Green
Economy context.

2 Cybersecurity role within
Green Economies

The society awareness regarding the global chal-
lenges has been evolving in recent years. Some
organizations had accepted the global issues con-
tributing to solve them through their processes
practices in a Bio-Circular Green Economy (BCG).

A BCG economy can be described as a system
that tackles global challenges through a model
of economic, social and environment production
and consumption that aims to build a sustainable
society based on developing bioproducts and
using waste in a closed loop system through ap-
proaches such as reduction, reuse, recycle etc.
(Edyvean et al., 2023, p. 52)

Defining sustainable organizations within a BCG
is important. However, the functioning of these
systems could be easily broken if the technology
used to that purpose is compromised. Sulich et
al. (2021) stated the importance of maintaining the
integrity of the systems, availability and confiden-
tiality to allow sustainable processes to operate
effectively and achieve the goal of sustainability.
This report examines Qantas data breach to an-
alyze how governance frameworks and cyberse-
curity regulations support sustainable enterprise
operations.

3 Qantas Cyber Incident

The interconnection among devices, networks,
and third-party service providers is growing ex-
ponentially, expanding the attack surface for or-
ganisations globally. This is exemplified by the
2025 Qantas cyber incident, where a threat ac-
tor gained unauthorised access to a third-party
customer servicing platform, exposing personal
information of approximately 6 million customers
(Qantas Airways Limited, 2026). While confiden-
tiality was compromised, data integrity and opera-
tional availability were maintained flights and ser-
vices remained fully unaffected (Qantas Airways
Limited, 2026). Reputational consequences were
significant, with a public CEO apology issued,
while financial exposure remains subject to regula-
tory determination. Qantas Airways Limited (2026)
documented proactive notifications to the ACSC,
OAIC, and AFP as minimum regulatory obligations
met. Further details of the incident are available
at Qantas Newsroom. Further examination of ap-
plicable governance frameworks and compliance
strategies follows.

4 Governance strategies and
standards

As digital interconnection between organizations
and third-party service providers expanded, leg-
islative frameworks became necessary to define
accountability for personal data protection.The
Privacy Act 1988(Cth) serves as an example of
that need. Qantas remained legally responsible
for protecting customer personal information un-
der the Australian Privacy Principle 11-security
of personal information subsection 11.1 (Office of
the Australian Information Commissioner, 2024),
regardless of whether that data was handled by
a third-party operator. The Privacy Act 1988 (Cth)
is one of several laws governing Qantas's oblig-
ations in this incident. Under Part IlIC of the
Privacy Act 1988 (Cth) (Australian Government,
1988) requires APP entities to notify affected in-
dividuals and the OAIC when a data breach is
likely to cause serious harm highlighting the es-
sential compliance required by Qantas. Moreover,
under the SOCI Act 2018 (Cyber and Infrastruc-
ture Security Centre, 2018), Qantas was required
to maintain a written risk management program


https://www.qantasnewsroom.com.au/media-releases/qantas-cyber-incident

covering its critical infrastructure assets, including
risks arising from third-party service providers.
The breach suggests this program did not ade-
quately govern third-party platform access. The
Qantas data breach demonstrates how laws pro-
tect users, organisations and the data exchanged
between entities. Personal information held by or-
ganisations must preserve its confidential, integral
and available nature (Sulich et al., 2021). In this in-
cident, confidentiality was compromised through
inadequate governance of third-party platform
access, exposing the personal information of ap-
proximately 6 million customers. However, data
integrity and availability were maintained demon-
strating that the breach, while significant, was
contained in scope.

5 Cybersecurity Compliance
Frameworks

This paper will examine the Essential Eight Matu-
rity Model, NIST Cybersecurity Framework and
the ISO/IEC 27001 standard that were utilized to
analyse deficient processes regarding personal
information custody by third-party actors.

Knowing that laws and regulations protect and de-
fine how organizations, customers and the world
relate to each other, there are tools that serve as
guides to preserve the nature of the regulatory
governance; these are frameworks. The Essential
Eight Maturity Model is an example of how an en-
terprise addresses a technological problem such
as a data breach. The Figure 1 illustrates that the
main issue was gaining access through a patch
that was not updated in the 48 hrs window stated
in the Essential Eight Maturity Model. Therefore,
the hackers moved through the network possibly
due to the absence of multifactor-authentication
of users' credentials and finally extracted 6 mil-
lion records from the database because of the
insufficient restriction of privileges of the third-
party users' accounts. This incident highlights the
necessity for Qantas to audit and test third-party
operators’ procedures.
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Figure 1: (Australian Signals Directorate, 2017)

Standards are needed as well to determine partic-
ularly how procedures must be implemented or
at least the minimum requirements to meet. The
ISO/IEC 27001 standard aims to set the responsi-
bilities of the entities among their whole working
process and establish preventive and containment
procedures against technological threats (Interna-
tional Organization for Standardization & Interna-
tional Electrotechnical Commission, 2022, p. 1).
The Qantas cyber incident exhibits a possible
fragile supervision of third-party risk management
processes as well as their non-compliance with
section A.5.20 of the ISO/IEC 27001 standard
(International Organization for Standardization &
International Electrotechnical Commission, 2022,
p. 12). Additionally, section A.8.8, A.8.19, A.8.5 and
A.5.17 are strongly related throughout the incident,
underscoring the absence of these implementa-
tions stated in the Essential Eight Maturity Model
and the ISO/IEC 27001 where Qantas was respon-
sible for maintaining data confidentiality. The con-
vergence of these deficiencies across the ISO/IEC
27001 standard and the Essential Eight Maturity
Model is further examined in the conclusion.

Another framework that assists cybersecurity
professionals to assess the organizations’ perfor-
mance is the NIST Cybersecurity Framework. This
tool provides an overall taxonomy of high-level
cybersecurity outcomes that serve as understand-
ing, assessment and prioritization of cybersecurity
efforts to be communicated within the company
(National Institute of Standards and Technology,
2024). The Qantas incident demonstrates how a
business can sustain operations even with a threat
developing internally. As shown in the Figure 2,
the third-party operator of Qantas failed to identify
and detect a threat, resulting in a data breach that
implicated the failure to protect the personal infor-
mation of customers. The absence of the NIST



CSF Identify and Detect functions within the third-
party platform governance reflects a significant
compliance gap that enabled the incident to esca-
late.

The implications of this incident extend beyond
reputational damage and the possible harm to
customers through the exposure of their personal
information. If Qantas was following a path of sus-
tainability, the incident disrupted it by forcing the
organization to assign time, efforts and resources
to an external situation that compromised the
company at every level. The convergence of these
deficiencies across the ISO/IEC 27001 standard,
the Essential Eight Maturity Model and the NIST
Cybersecurity Framework is further examined in
the conclusion.

NIST
Cybersecurity
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Figure 2: (National Institute of Standards and
Technology, 2024)

6 Conclusion

To conclude, the external implications of the Qan-
tas incident are significant, however the internal
consequences the company faces across different
levels are considerably greater. Frameworks such
as the NIST CSF provide a broader vision to chan-
nel organizational efforts regarding cybersecurity
culture. Standards such as ISO/IEC 27001 define
the scope and methodology to achieve that vision.
Furthermore, frameworks such as the Essential
Eight Maturity Model assist in identifying the gaps
in processes to adhere to standards and the cyber-
security landscape. Finally, laws benefit society
by regulating the economic interaction between
actors and promoting compliance within organiza-
tions. The Qantas incident ultimately demonstrates
that sustainable enterprise operations depend not
only on environmental and social commitments,
but on the integrity of the digital systems that
support them.
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8 Technical Appendix

8.1 Appendix A — Framework Controls
Mapped to the Qantas Incident

The following table summarises the specific con-
trols from each framework that were identified as

deficient in the Qantas cyber incident.

Framework

Essential
Eight

Essential
Eight

Essential
Eight

ISO/IEC 27001

ISO/IEC 27001

ISO/IEC 27001

ISO/IEC 27001

NIST CSF

NIST CSF

Control

Patch  Appli-
cations —
Level 1

Multi-Factor
Authentica-
tion — Level 1

Restrict Ad-
min Privileges
— Level 1

A.519 — Sup-
plier relation-
ships

A.5.20 —
Supplier
agreements
A85 — Se-

cure authenti-
cation

A.8.8 — Vul-
nerability
management

Identify — As-
set Manage-
ment

Detect —
Anomalies
and Events

Deficiency

Critical patch
not applied
within 48-
hour window

MFA absent
for third-party
platform ac-
cess

Over-privi-
leged  third-
party ac-
counts

Inadequate
security con-
trols over
third-party
access

Missing  se-
curity re-
quirements
in third-party
agreements

MFA not en-
forced for
platform ac-
cess

Unpatched
software in
third-party
environment

Third-party
platform not
adequately
assessed

Threat not
identified or

detected in
time

NIST CSF Insufficient
access re-
strictions on
customer

data

Protect — Ac-
cess Control

8.2 Appendix B — Visual Documentation
Reference

» Essential8.png: ACSC Essential Eight Maturity
Model diagram illustrating the eight mitigation
strategies across three maturity levels, used to
assess Qantas compliance gaps in patch man-
agement, MFA and privilege restriction.

e NIST.png: NIST Cybersecurity Framework dia-
gram illustrating the five core functions — Iden-
tify, Protect, Detect, Respond and Recover —
used to assess Qantas third-party governance
and threat detection deficiencies.
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