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1 Abstract

The rapid convergence of Internet of Things and 
cloud technologies has created a digital infra­
structure that underpins critical services globally. 
This report examines the fundamental concepts, 
security challenges and countermeasures associ­
ated with these technologies, using the March 
2026 Stryker Corporation cyberattack as a central 
case study. The attack — executed through a 
single stolen credential without malicious code 
— demonstrates systemic vulnerabilities inherent 
in interconnected digital infrastructure. The re­
port argues that technical countermeasures such 
as FIDO2 authentication and least privilege gov­
ernance, combined with structured risk manage­
ment frameworks, are essential to securing mod­
ern IoT and cloud environments.

2 IoT, Cloud Computing and 
Digital Infrastructure

The Internet of Things (IoT) describes the inter­
connection of physical devices across networks, 
enabling data collection and exchange at an un­
precedented scale (Sinclair, 2017). As illustrated 
in Figure  1, the number of connected devices 
reached 21.1 billion in 2025 and is projected to 
grow exponentially over the next decade (Sinha, 
2025). Cloud computing amplifies this by provid­
ing the storage, processing power and intelligence 
that transforms raw device data into actionable 
outcomes (Rejeb et al., 2022). Together with 
communication protocols and physical hardware, 
these layers form what is known as digital infra­
structure. These technologies deliver measurable 
benefits from improved patient care and opera­
tional efficiency to scalable, on-demand comput­
ing for businesses globally. However, the March 
2026 cyberattack on Stryker Corporation where 
a single stolen credential enabled hacktivists to 
wipe 200,000 devices and exfiltrate 50 terabytes 
of data across 61 countries (Alder, 2026) illus­
trates the systemic risk this convergence creates. 
This report examines the fundamental concepts 
of IoT and cloud technologies, the cybersecurity 
challenges they present, and the countermeasures 
required to protect them.

Figure 1: (Sinha, 2025)

3 IoT Technologies

Thinking about IoT as anything, anywhere, anytime 
summarized a complex concept that is integrated 
by several elements. The Figure 2 illustrates how 
IoT is composed essentially with the Stryker Cy­
berattack incident as an example.

Figure 2: (Jones, 2026) Gemini

IoT implies in its concept physical, network, busi­
ness, cloud and data elements that works inter­
connected with the major purpose of information 
as stated by Kiran (2019).

The Internet of things (IoT) is the inter-networking 
of physical devices, vehicles (also referred to as 
“connected devices” and “smart devices”), build­
ings, and other items embedded with electronics, 
software, sensors, actuators, and network con­
nectivity which enable these objects to collect 
and exchange data. (Kiran, 2019)

Familiar examples include consumer ecosystems 
such as Apple, where devices, platforms and 
applications operate as a unified network, and 
Stryker, which evolved traditional medical equip­
ment into Software Defined Products; intelligent, 
connected devices that collect and transmit pa­
tient data in real time (Stryker, n.d.).

Despite the transformative potential IoT offers, 
significant challenges emerge when deploying 
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these products at scale. The Stryker cyberattack 
demonstrates that gaining access to core network 
credentials allows attackers to control connected 
devices and exfiltrate data freely (Alder, 2026), 
reflecting the sixth and eighth risks identified 
by OWASP Foundation (n.d.) insufficient privacy 
protection and lack of physical hardening respec­
tively.

4 Cloud Technologies

Cloud technologies, particularly cloud computing 
and storage, are essential to IoT ecosystems. The 
“anything, anywhere, anytime” principle is only 
achievable because both work together: IoT de­
vices generate data and cloud platforms process it 
to extract patterns, statistics and insights that feed 
AI models, broadening IoT applications (Rivers, 
2022).

“As a service” refers to the way IT assets are con­
sumed with cloud-based products, highlighting 
the essential difference between cloud comput­
ing and traditional IT. (IBM, n.d.)

As IBM (n.d.) establishes, cloud computing deliv­
ers IT resources through three core service mod­
els. Infrastructure as a Service (IaaS) provides on-
demand access to virtualised compute, storage 
and networking resources (IBM, n.d.). Platform as 
a Service (PaaS) extends this with pre-configured 
environments and tools such as GitHub Actions 
enabling development without managing underly­
ing infrastructure (Rivers, 2022). Software as a 
Service (SaaS) delivers fully operational applica­
tions via the internet, such as Microsoft 365 or 
Salesforce (IBM, n.d.). IoT ecosystems rely on all 
three models, making cloud security inseparable 
from IoT security (Rivers, 2022). This dependency 
was critical in the Stryker cyberattack, where 
Microsoft Intune a SaaS device management plat­
form was weaponised through a compromised 
administrator account to remotely wipe 200,000 
endpoints globally (Jones, 2026). The incident ex­
poses a fundamental challenge: organizations fre­
quently misunderstand the shared responsibility 
model, assuming cloud providers secure all layers 
when identity and access management remain the 
customer’s responsibility (IBM, n.d.).

5 IoT Governance

Understanding the IoT architecture within the 
OSI model benefits cybersecurity professionals 
regarding tools, standards and frameworks applic­
able in practical environments. Listing instruments 
or measures alone does not contribute to a 
meaningful application of them within real case 
studies. The Stryker cyberattack is a case study 
with critical consequences where no malicious 
code or exploitable vulnerability was deployed, 
yet the attackers gained access regardless. Ana­
lyzing the IoT architecture it is possible to map 
the attack as shown in Figure 3. The event started 
at the top of the architecture (El Hakim, 2018) 
in the Collaboration and Processes layer through 
a stolen administrator credential. Nevertheless, 
the real attack executed at the Application layer 
where countermeasures such as Multi-Factor Au
thentication particularly FIDO2 (Suleski et al., 
2023), which binds authentication to a physical 
device could have prevented further propagation 
(National Institute of Standards and Technology, 
2024). The attack then spread through a Microsoft 
Intune administrator credential with unrestricted 
VPN network access, where a least privilege pol­
icy administered through Active Directory could 
have prevented further escalation. Finally, when 
an unusual volume of simultaneous requests was 
issued, a multi-party authorization (Al-Aqrabi et 
al., 2024) requirement could have minimized the 
critical actions of the attackers.

Figure  3: (El Hakim, 2018), (International Orga­
nization for Standardization & International Elec­

trotechnical Commission, 2022), Gemini

Furthermore, the most concerning implication of 
the attack was the absence of a Risk Management 
Plan. Stryker appeared to have no mitigation plan 
for such an event no guidelines, no framework. 
Stryker should strengthen their Risk Management 
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Plan in accordance with International Organization 
for Standardization & International Electrotechni­
cal Commission (2022) and Lee (2020), where at 
the IoT Cyber Risk Assessment Layer the organi­
zation should identify future cyber risks across 
three core activities: risk identification, risk quan­
tification and resource allocation. This critical 
layer within Lee (2020) framework was absent 
at Stryker, illustrating the importance of clear 
governance frameworks and proactive counter­
measures.

Figure 4: (Lee, 2020) Gemini

6 Conclusion

IoT and cloud technologies have been shaping 
a more connected world without borders, driving 
new technologies and amplifying the human expe­
rience. Ironically, this deeply interconnected world 
can be disrupted as easily as a single creden­
tial being compromised as Stryker demonstrated, 
everything that relies on shared network infra­
structure and cloud services is only as resilient as 
its weakest access point.
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7 Technical Appendix

7.1 Appendix A — IoTWF Reference 
Model Attack Mapping

Figure  3 illustrates the mapping of the Stryker 
2026 cyberattack against the IoT World Forum 
Reference Model and OSI Model, showing how the 
attack originated at Level 7 and cascaded to Level 
1.

7.2 Appendix B — IoT Cyber Risk Man­
agement Framework

Figure 4 applies the framework proposed by Lee 
(2020) to the Stryker 2026 case study, identifying 
specific failures at each layer of the IoT Cyber Risk 
Management Framework.
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